
Certified Software Security Tester (CSST)

                                           Course Outline 

What Modules are covered?

Module 1 - Security Risks

Module 2 - Asset Identification

Module 3 - Assessing Risk Analysis Effectiveness

Module 4 - Information Security Policies and Procedures

Module 5 - Analysis of Information Security Policies and Procedures

Module 6 - Security Auditing and Its Role in Security Testing

Module 7 - Security Risk Assessment

Module 8 - Security Triad

Module 9 - Introduction to Security Testing

Module 10 - The Purpose of Security Testing

Module 11 - The Organizational Context

Module 12 - Security Testing Objectives

Module 13 - The Difference between Information Assurance and Security Testing

Module 14 - The Scope and Coverage of Security Testing Objectives

Module 15 - Analysis of Security Approaches

Module 16 - Analysis of Failures in Security Test Approaches

Module 17 - Stakeholder Identification

Module 18 - Improving the Security Testing Practice
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